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1 SUMMARY

This document describes the results of a review of the "Mobile Easykey Manager" (MEKM) in relation to
Data protection through technology design and privacy-friendly defaults.

Data protection through technology design is implemented through a variety of configuration options,
and Mobile Easykey Manager implements a number of privacy-friendly presets.
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2 INTRODUCTION

This chapter describes the objective of the audit and the methodology.

2.1 GoaL

The purpose of the audit was to determine whether Mobile Easykey Manager provides Data protection
through technical design and by data protection-friendly presets (Art. 25 GDPR).

2.2 METHODOLOGY
The following methodology has been used:

Sighting of the manual for Mobile Easykey Database V.1, Mobile Easykey Service 2019.1, Mobile Easykey
Manager 2019.1, Mobile Easykey Communicator

Inspection of the Mobile Easykey Manager (MEKM) software

Interview of the developers regarding the technical realisation
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3 DATAPROTECTION BY TECHNOLOGY DESIGN AND BY DATA
PRIVACY-FRIENDLY PRESETS

The following chapters list all measures to ensure data protection through technology design and privacy-
friendly presets.

3.1 MAINTENANCE ACCESS TO PSEUDONYMOUS DATA
Mobile Easykey Manager includes a so-called Service Mode.

3.1.1 Secure login for maintenance accesses via one-time tokens

If a user logs on as a Mobile Easykey Service Administrator (Support staff of Domnick+Miiller) with a
username and password, the MEK server at Domnick+Modller will receive information about that. A one-
time token is now send to the e-mail address stored on the MEK server. This must also be specified by the
Mobile Easykey Service Administrator. Only then will registration take place at the MEKM.

3.1.2 Pseudonymisation of the user interface

Service Mode is automatically activated when a user logs on as a Mobile Easykey Service Administrator or
when a remote maintenance session is activated via the Remote Maintenance Feature. As long as the
Service Mode is active, the personal data will be displayed exclusively pseudonymously throughout the
program and will also be read-only. Only the transponder ID is displayed in plain text so that the customer
can establish an assignment if this should be necessary.

The transponder IDs are managed exclusively by the customer, a Mobile Easykey Service Administrator
cannot identify any person.

The key used for pseudonymisation is not accessible to a user in the Mobile Easykey Service Administrator
role.

The figure below shows the view of a Mobile Easykey Service Administrator during the support access.
The last names are pseudonymised, and other information is hidden. Only the transponder ID is displayed
in plain text, otherwise support would not be possible.
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Note 1

This is where the active help of the customer is required. The customer must ensure that a Support
Employee of Domnick+Miiller does not get an insight into the Mobile Easykey Manager, as long as an
employee of the customer is logged in there. This applies to both, on-site and remote maintenance.

Note 2

Domnick+Miuiller's support staff are instructed to access the Mobile Easykey Manager only in the Mobile
Easykey Service Administrator role.

3.2 ANALYSIS OF THE MOBILE EASYKEY DATABASE
There are support cases that require direct access to the Mobile Easykey database. There are basically
two ways to do this:

3.2.1  Anonymised backup for support purposes
If the analysis of the database is required for support requests, the customer can create an anonymised
backup and make this available to Domnick+Mdiller via FTP upload (see figure below).
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Wenn Sie vom Support dazu aufgefordert werden, konnen Sie hier ein Backup
oder eine andere Datei auf den FTP-Server von mobileeaykey.de hochladen. Die
hochzuladende Datei wird dabei automatisch gezippt und verschlusselt.

(® Anonymisierte Datensicherung erstellen und automatisch hochladen

() Anonymisierte Datensicherung erstellen und lokal speichem

Speichem unter...

(") Bersits vorhandene Datensicherung oder andere Datei hochladen

Datei auswahlen. ..

Zuriick Weiter || Abbrechen

Either the existing internal encryption of the data or a new password is used (see figure below).

MName und Verschilsselung:

Name oder Firmenname: |TEST |

(® Inteme Verschlisselung verwenden

() Eigenes Kennwort verwenden

Bitte benachrichtigen Sie uns nach erfolgtem Upload

zZwick | [ st ] Abbrechen

Such an anonymised backup is a backup that contains all the data, but does not hold the key to encrypt
the personal data. The anonymised backup is for support purposes only. Such a backup can be completely
restored, but all personal data is permanently encrypted (AES 256) and can only be displayed
pseudonymously. Decryption is not possible without access to the original database.

3.2.2  Access to the database files

If the customer is unable to create an anonymised backup of the database due to software problems, the
original database files must be used for support purposes. These are automatically encrypted at the time
of creation, so that even with direct database access, personal data are pseudonymised. The decryption
key (de-pseudonymisation) is stored in several parts (see chapter 3.12 Encryption of the database) and is
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therefore not available for support. Therefore, a support representative can never read the personal data
in plain text.

3.3 DATA EcONOMY

For the function of the program, only the name, the transponder ID and or if necessary one or more
expiration dates (how long the transponder ID is still valid) must be entered. All other information is
voluntary.

&

Bigenschaften  Stammdaten Motizen Dokumente (0)  Anderungsprotokoll

lcon: ;) v +
i

Machname: |Mustemann |
Vomame: [Max |
PK-Nummer: || |
Transponder

Beschreibung: | |
Pseudonym: |Benutzer 2 |

Enstellungen von Benutzer Max Mustermann:

3.4 STRONG AUTHENTICTION
In the MEKM, it can be determined that users and administrators can or must log in to the Mobile Easykey
Manager (login).

[1 either only with transponder AND password or
[] optionally with transponder OR password

Only with transponder AND password: With this option, both a transponder and a password must be
assigned to the user. If this is not the case, the corresponding user cannot log on.

Optional with transponder OR password: With this option, a user can log in with his transponder or his
password.
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&

Einstellungen

Einloggen:

) Nurmit Transponder UMD Passwort *

@ Wahlweise mit Transponder ODER Fasswort =

Beim Offnen der Datenbank automatisch einloggen

Beim &ffnen der Datenbank den aktuelen Windows Benutzer automatisch einloggen (zofem dieser mit seinem Windows Benutzemamen als
Administrator oder Softwarebediener angeleqt ist)

Automatisch ausloggen:
] Administratoren automatisch ausloggen
5
Auch wenn Gber Windows-Authentifizierung eingeloggt =
7] Benutzer automatisch ausloggen
10

Auch wenn Ober Windows-Authentifizierung eingeloaat =

Fur einzelne Benutzer komplett sbschaltbar

’ Einstellungen versiegeln!

*) Wenn dem Administrator oder Softwarebediener ein Windows-Benutzemame zugewiesen ist und dieser mit dem aktuellen Windows Benutzer Gbereinstimmt,
dann gilt das Passwort automatisch als komekt eingegeben.

) st diese Option deaktiviert, dann werden Administratoren und Softwarebediener, wenn sie Ober ihren Windows Benutzemamen automatisch und OHME
Verwendung eines Passwortes oder Transponders eingelogat wurden NICHT automatisch ausaelogat.

=) Definiert die Zeit, wie lange innethalb des MEKM weder eine Taste gedrlickt, noch mit der Maus geklickt wird. Tastenanschlzas und Mausklicks in anderen
Arwendungen werden nicht mitgezahit.

3.5 SINGLE SIGN-ON

MEKM offers the option of automatically authenticating a software operator or administrator if the
current Windows user name matches the user name stored in MEKM (see figure below).

Einloggen:

) Mur mit Transponder UND Passwort *

@ Wahlweise mit Transponder ODER Passwort *
Beim Offnen der Datenbank automatisch einloggen
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(] In the background, the user is logged on to the SQL database separately. There are two ways to

authenticate:

[ If the SQL server is a member of the Active Directory, the user logs in via Kerberos. The Users'

Kerberos ticket is validated.

[ If the server is a Stand Alone SQL Server, the user logs on via NTLM (NT LAN Manager Protocol).

The password hash of the user logged on to the Windows client is checked.

In both cases, it is ensured that only legitimate users gain access to the SQL database containing the

Mobile Easykey Manager data.
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3.6 AUTOMATIC LOG-OFFS
In the MEKM, it can be specified that both administrators and other users are forcibly logged off by the

system after a defined time (see figure below).
Automatisch ausloggen:

[] Administratoren automatisch ausloggen

Auch wenn Ober Windows-Authertifizierung eingelogat =

[7] Benutzer automatisch ausloggen
10
Auch wenn Ober Windows-Authertifizierung eingelogat =

Fur einzelne Benutzer komplett abschaltbar

3.7 COMPLEX PASSWORD POLICIES
The Mobile Easykey Manager offers the ability to set complex password policies.

Up to 40 characters can be entered as the forced minimum password length. All other settings can take
values from 0 to 9999. Details can be found in the following figure.

Administrator-Passworter | Softwarebediener-Passworter

Passwort Richtlinien:

Minimale Passwortlangs: |1 +| Zeichen

Maximales Passwortalter: |0 +| Tage (0 = Passworter laufen nie ab)
Passwortchranik: 0 | Passwarter (0 = keine Passwortchronik)
Spemen nach: 0 +| Fehlversuchen (0 = nie spemen)
Spemen fiir; 0 | Minuten (0 = fir immer spemen)

Mindest Komplexitat: (%) Keine
"} Jedes beliebige Passwort ist moglich.

Einstellungen versiegeln!

3.8 INITIAL PASSWORDS
Initial passwords are set up for the concerned users, both before you log on for the first time and after a
password is reset. After logging on with the initial password, the user must set up a new password.
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Initial-Pagswarter |

Passwort Richtlinien:

Minimale Passwortlange: |1 54 Zeichen

Mindest Komplexitat: (%

*} Jedes beliebige Passwort ist moglich.

[ Einstellungen versiegeln! ]

Initial-Fassworter werden von Administratoren an Benutzer oder andere Administratoren vengeben, wenn diese z.8. ihr
Passwort vergessen haben.

3.9 ROLE AND RIGHTS CONCEPT (OPERATING RIGHTS)

In the MEKM, you can set up your own roles and their operating rights. By default, some roles are
preconfigured (see figure below).

&l Mobile Easykey Manager 2019.1
Datei Export/lmport Tools Ansicht  Fenster
@f’& & | B &
BBz P
¢ Og X2
;g Enstelungen

= j Administrataren

-- Mobile Easykey Service Administrator

b () Globales Recht 1

= =1 Bersichs-Rechte

ANANSNSQL201T\Datenbank Admin

3.10 WoRrks CouNciL-UsER

If the "Works Council User" role is used, personal data for the other user accounts is no longer displayed
in plain text in the logbook and in the information center. Instead, only the UID of the transponder of the

respective user or the text of the "<<Privacy>>". In order to be able to view the personal data, a User must
log in in the "Works Council User" role.
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Which personal data is displayed to users without a works council user role can be specified with the help
of the operating rights (see figure below).

Datenschutz
;. Einloggen [ !‘ w ".Q‘jg [ !J Betriebsrat User
Betriebsrat User Pseudonym
Anzeige im Logbuch: Beliebiger Name Betriebsrat User 2
Zeitpunkt: anzeigen ~ || | Betriebsrat User Betriebsrat User 1
Alction: anzeigen * || | Thomas Mustermann Betriebsrat Lser 3
Dauer: anzeigen R
Benutzer: nur Transponder 1D anzeigen
PE-Nummer: nur Transponder ID anzeigen
Bemerkung: anzeigen ~

Informationszentrale:
Anzeige letzter...

Benutzer: nur Transponder ID anzeigen
Crash-Verursacher: | nur Transponder ID anzeigen
Crash-Ricksetzer: | nur Transponder ID anzeigen

Werkstatt-Modus: | nur Transponder ID anzeigen

Alarmzentrale:

Werursacher: rur Transponder ID anzeigen

Onlinestatistik
Modul-Einsatzzeften: | nur Transponder ID anzeigen

Benutzerstatistiken: | nicht anzeigen -

MEKM APl (Smartphone-App)

Benutzer; nur Transponder 1D anzeigen

In the left column, the components that are displayed without the "Works Council User" role are selected.
All components except the UID of the transponder can be deselected.

The following illustrations show that the personal data are hidden from operators who do not have
Administrator or Works Council User rights.
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3.11 ENCRYPTION OF THE DATABASE
All personal data is encrypted in the database with AES 256. The key to recovering personal data is stored

in three parts:

Bl stion vice

[ A partis stored centrally in the database. This part is not copied during the anonymised backup.
[J The second part is firmly anchored within the software installation.
[1 The third part is saved together with the respective user/software operator etc.. This part, in turn,
is stored in two versions. Once (Part A) only for the respective name and once (Part B) for all other
personal data. Part B is removed upon safe deletion.

Only if all three keys are accessible can the personal data be decrypted and displayed in plain text.
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3.12 TRANSFER ERROR REPORTS
Any errors in the MEKM can be automatically send to a knowledge base over the Internet. If the error is
already known and there is a solution to it, it is automatically retrieved from the knowledge base and

displayed.
If a name and an e-mail address are stored, these contact details are stored together with the error
message and the contact person is contacted if further information on the

solution of the problem is required. However, error messages can also be send anonymously only.

The setting for sending the error messages can be changed at any time (see figure below). You can specify

that no error messages are transmitted.

a& Globale Einstellungen

Datenbank  Kabel-Verbindung Alammanzeige Sonstiges  Programmierauftrage  Fehlermeldungen  Programmupdates

Auftretende Fehler konnen automatisch an eine Wissensdatenbank gesendet werden. Liegt fir einen Fehler bereits eine Losung vor, wird
diese sofort mit angezeigt. Andemfalls wird der Absenders (sofem angeageben) automatisch per E-Mail benachrichtigt, sobald eine Losung

voriegt.
Es werden keinerei personenbezogene Daten (auler gof. des hier angegebene Absenders) Obertragen!

Bitte wahlen Sie, ob und wie Fehlermeldungen automatisch versendet werden sollen!

(") Fehlermeldungen nicht senden
() Fehlermeldungen anonym senden

() Fehlemmeldungen senden

fi
=}
[¥1]
r
1]
1]
1]
[T}
[
[}
1]
m

Testfehler senden

Die letzten 25 Fehlermeldungen werden automatisch gespeichert. Sie konnen diese Fehlermeldungen jetzt als Zp-Datei kopieren:

Fehlermeldungen kopieren...

3.13 AUTOMATIC DELETION OF OLD LOG ENTRIES
In the various logs within the MEKM, old log entries can be deleted automatically. When the automatic

deletion function is activated, the respective log is regularly reduced accordingly.

The individual protocols have the following functions:
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Change log: This is recorded when, and by whom (only with activated Operating Rights) which setting has
been changed.

Error log: This is where errors that occur in the background are recorded.

Completed orders: When orders (such as read out logbook) has been completed, the information about
it will still be kept for the specified time.

Reset alarms: Alarms are also retained (after the cause of the alarm has been switched off) for the
specified time.

Unnecessary operating hours: The modules (from version F) record the operating hours very frequently
(every quarter of an hour). However, these quarterly entries are usually no longer important after a few
days. Therefore, these can be automatically deleted after the time set here. The operating hours are not
deleted at 0:00 a.m. and before or after a new current was applied. Thus, there is still enough data to
display the operating hours exactly every day.

In addition, it is possible to specify when this data should be deleted. By default, it is deleted every hour.
At each program start and then every hour, it is checked whether there is data to be deleted. This
(obsolete) data is then automatically deleted.

In the "daily at" setting, outdated data is deleted only once a day at the specified time.

Auto-Loschen

Protokolle loschen: (%)
Anderungsprotokoll I6schen nach: 0 5 Tage

Fehlerprotokoll laschen nach: 0 Tage
Abgeschlossene Auftrage léschen nach: |90 |5 Tage
Zuriickgesetzte Alame léschen nach: 30 15| Tage

Unnétige Betriebsstunden ldschen nach: |30 5| Tage

| Geloschf werden nur Bnfrage, die iter 3l der angegebene Zefraum sind
Losch-Zeitpunkt
(®) Taglich
() Taglich um

Letzte Ausfihrung:
03.04.2019 11:32:58 (lauft...)

3.14 SECURE REMOVAL OF OUTDATED ENTRIES

For database consistency reasons, users (vehicle drivers), software operators, etc. cannot be deleted from
the database. Instead, they are marked as deleted and are therefore no longer visible in the Mobile
Easykey Manager, but remain in the database.
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When deleting a user, software operator, etc., all personal data (except for the name itself) of this user,
software operator, etc. are immediately made unrecognisable. This also applies retroactively to the
change protocol.

In the database configuration, a time (2 years are default) can be set after which the name of this user is
also permanently unrecognisable. If this user still appears in one of the protocols (e.g. the logbook), it will
only be displayed there as "<<deleted>>".

3.15 DELETE LOGBOOK ENTRIES

Because the database size depends mainly on the number of logbook entries, it may be necessary to
delete older logbook entries.

For example, if 1 year is selected as the period, all logbook entries older than one year are deleted.
You can also specify any date to delete all logbook entries that are earlier than that date.

You can also delete all existing logbook entries.

P "

7% Legbuchdaten laschen [5]

Alle Logbuchdaten der angezeigten
Madule laschen. die alter sind als:

03.122007 0:00 Uhr

Heute 0:00 Uhr wor
@ 2 Jahren

1 Jahr

142 Jahr

3 Maonaten

2 Monaten

1 Manat

1 Woache

1 Tag (Heute)

Alles laschen

[ OK H.-'i'-hl:ureu:hen |

3.16 MICROPHONE ON THE FORKLIFT

The Mobile Easykey microphone is a body sound microphone. This consists of a piezo sensor and measures
only the body sound within the "fixed mass" of the forklift. Since the body sound is measured in frequency
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per Hertz and the pressure level (sound) in dB, Mobile Easykey cannot detect or measure speech. To listen
into the driver is therefore excluded.

In addition to the three-axis acceleration sensor, the body sound microphone serves as a second sensor
for detecting whether, in addition to the delay, there was also a body sound "impact" to the forklift.

3.17 PROTECTION AGAINST UNAUTHORISED READING OF THE MODULES

In addition to the transponder IDs of the registered drivers, no other personal data is stored in the
modules. Without knowledge of the assignment of the transponder IDs to individuals, unauthorised
persons can therefore not obtain personal data by unauthorised reading of the modules..
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